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(57) Abstract: 

PROBLEM TO BE SOLVED: To enable the user of an 
internet to utilize a WWW service even without inputting 
an ID/password for each WWW service when utilizing the 
WWW service on the internet. 

SOLUTION: The user repeats processing for inputting the 
ID and password from a user terminal 100, setting a 
one-time ID corresponding to the inputted ID and 
password at a member managing server 200, returning it 
to the user terminal, sending the one-time ID from the 
user terminal to a WWW server 300 requesting the 
service, providing the WWW service through the WWW 
server 300 while utilizing the one-time ID, returning 
that one-time ID to the user terminal and sending the 
returned one-time ID through the user terminal to the 
next WWW server requesting the WWW service. 
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No. 11-149451 

[Abstract] 
[Object] 

5 The present invention is to provide a method for 

sharing an ID among a plurality of servers, a storage 
medium storing a program for sharing an ID among a 
plurality of servers, a managing apparatus , and a storage 
medium storing a managing program. The above-mentioned 

10 method, apparatuses, etc., enable the user of the 
Internet to utilize a WWW service without inputting an 
ID/password for each WWW service when utilizing the WWW 
service on the Internet. 
[Means for Solving the Problems] 

15 In the present invention, the user performs the following 
processes : 

1. Inputting an ID and a password from a user terminal, 
and transmitting them to a member managing server. 

2. Setting a one-time ID corresponding to the inputted 
20 ID and password at the member managing server, and 

returning it to the user terminal. 

3. Sending the one-time ID from the user terminal to 
a WWW server requesting the service. 

4. Providing the WWW service from the WWW server using 
25 the one-time ID and returning the one-time ID to the 
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user terminal. 

5. Sending the returned one-time ID through the user 
terminal to the next WWW server requesting the WWW server . 

5 [0016] 

[ Preferred Embodiments ] 

Fig . 1 shows a conf igurationof an ID-sharing system 

among a plurality of servers of the present invention. 
The system shown in the figure is configured by a user 

10 terminal 100, a member managing server 200, and a 
plurality of WWW servers 300. The user terminal 100 is 
configured by an ID/password inputting unit 110 and a 
transmitting unit 120. The ID/password inputting unit 
110 inputs the member ID and the password of a user from 

15 a keyboard, etc. The transmitting unit 120 transmits 
an HTML document in which a one-time ID is set at the 
anchor part obtained by the member managing server 200, 
to the WWW server 300 which offers desired information. 
[0017] 

20 The member managing server 200 is configured by 

an ID/password authenticating unit 210, a one-time ID 
selecting unit 220, a one-time ID table 230, a one-time 
ID authenticating unit 240, and a one-time ID setting 
unit 250. The ID/password authenticating unit 210 

25 authenticates the ID and password which are input by 
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the user terminal 100, As for the authenticating method/ 
various methods such as a method of authenticating a 
target ID in the case that an ID matching the target 
ID exists in a file of the ID/password authenticating 
5 unit 210, etc., are conceivable. 
[0018] 

In the case that an ID/password is authenticated 
in the ID/password input unit 110, the one-time ID 
selecting unit 220 selects a one-time ID other than an 

10 ID which is automatically input in sequence or at random, 
as a one-time ID. The one-time table 230 stores as a 
set the ID and password which are input by a user and 
the one-time ID which is selected by the one-time ID 
selecting unit 220. At the same time, when the one-time 

15 ID is set, the one-time ID table 230 starts a timer, 
and maintains the time from when the one-time ID is set. 
[0019] 

The one-time ID authenticating unit 240 refers to 
the one-time ID table 230 when the WWW server 300 requires 

20 the authentication of one-time ID, and determines whether 
the transmitted one-time ID is correct . At the same time, 
the unit 24 0 removes the one-time ID in the one-time 
table 230, and returns the authentication result "NG" 
to the WWW server 300 in the case a predetermined period 

25 of time has passed. 
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[0020] 

The one-time ID setting unit 250 refers to the 
one-time table 230, sets the one-time ID at the anchor 
part of the HTML document, and returns the document to 
5 the user terminal 100. The WWW server 300 is configured 
by a one-time ID maintaining unit 310, a one-time ID 
transmitting unit 320 and a one-time ID setting unit 
330. 
[0021] 

10 The one-time ID maintaining unit 310 is a work 

memory for temporarily maintaining the one-time ID which 
is transmitted by the user terminal 100. The one-time 
ID transmitting unit 320 issues to the member managing 
server 200 the authentication requirement for the 

15 one-time ID obtained from the user terminal 100. In the 
case that the authentication result posted by the member 
managing server 200 is "authentication OK" , the one-time 
ID setting unit 330 sets the one-time ID which is 
maintained in the one-time ID maintaining unit 310, at 

2 0 the anchor part of the HTML document, and returns the 
document to the user terminal 100. In the case of 
"authentication NG", the unit 330 neither sets the 
one-time ID nor provides service. 
[0022] 

25 Next is the explanation of using an- ID among a 
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plurality of servers in the above-mentioned 
configuration. Fig. 2 is a sequence chart showing 
operations of an ID sharing system among a plurality 
of servers of the present invention. Fig. 2 shows the 
5 case where the WWW server 300 comprises two servers of 
a WWW server A and a WWW server B. Fig. 2 exemplifies 
two WWW servers, but the configuration is not limited 
to this example. Therefore, the configuration in the 
case where n pieces of WWW servers exist is also effective . 
10 [0023] 

Step 101 ) A user inputs an ID and his or her password 
in the user terminal 100. 

Step 102) The input ID and password are transmitted 
to the member managing server 200. 

15 Step 103) The member managing server 200 

authenticates the input ID and password in the 
ID/password authentication unit 210. In the case of 
"authentication OK" , the flow advances to the next step, 
and in the case of "authentication NG" , processes 

20 terminate. 
[0024] 

Step 104) A one-time ID is selected in the one-time 
ID selecting unit 220 of the member managing server 200, 
and the selected one-time ID is registered in the one-time 
25 ID table 230. 
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Step 105) The one-time ID setting unit 250 sets 
the one-time ID, which is set in the one-time ID table 
230, at the anchor part of the HTML document shown in 
Fig. 3. 
5 [0025] 

Step 106) The HTML document in which a one-time 
ID is set is transmitted to the user terminal 100. 

Step 107) In the transmitting unit 120 of the user 
terminal 100, the anchor part of the HTML document 
10 obtained from the member managing server 200 of a browser 
is clicked. 

Step 108) The HTML document is transmitted from 
the user terminal 100 to a WWW server 300A that is intended 
to receive service. Thus, a user is not required to input 
15 an ID/password again. 
[0026] 

Step 109) The one-time ID maintaining unit 310 of 
the WWW server 300A maintains the one-time ID which is 
set at the anchor part of the HTML document obtained 
20 from the user terminal 100, transmits the one-time ID 
to the member managing server 200, and requires 
authentication. 

Step 110) In the one-time ID authenticating unit 
240 of the member managing server 200, the ID table 230 
25 is retrieved using the one-time ID transmitted from the 
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WWW server 300A as a key, and it is determined whether 
the corresponding one-time ID exists, and at the same 
time it is determined whether the time since the one-time 
ID is set exceeds a predetermined time. In the case that 
5 the corresponding one-time ID exists and the time since 
the one-time ID is within a predetermined time, the unit 
240 returns "authentication OK" to the WWW server 300A 
as authentication results, and returns "authentication 
NG" in the opposite case. 
10 [0027] 

Step 111) The one-time ID setting unit 330 of the 
WWW server 300A sets the authenticated one-time ID at 
the anchor part of the HTML document. 

Step 112) The HTML document in which a one time 
15 ID is set is transmitted to the user terminal 100. 

Step 113) In the case that a user further requires 
service for another WWW server 300 (WWW server 300B) , 
the anchor part of the HTML document is clicked. 
[0028] 

20 Step 114) The explanation of processes in and 

after step 114 are omitted since these processes are 
the same as those in steps 107 through 113. Then, by 
transmitting the HTML document in which the one-time 
ID is set to the WWW server 300 to which another service 

25 is offered, the connection with a desired WWW server 
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300 can be realized using a one-time ID in a plurality 
of servers by inputting an ID and a password one time 
if the time since a one-time ID is set is within a 
predetermined time . 



